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The Jail Information Management System (JIMS) is an application developed and maintained by Maine Office of Information Technology to bring select
county jail data in one, centralized system.

JIMS has the following main features:

Resident Index: Stores and tracks resident locations between county jails.

Data Collection: For daily data entry to track various (monthly data entry is work-in-progress).

County and DOC Facility Contacts: Records best points of contacts for each County and DOC Facility.

Bed Management and Population Counts (Legacy, previously BARS): Tracking bed availability and population totals.
Finance (Legacy, previously CRAS): Tracks County budgets by year and budget actuals by month.

User Management: Provides administrative controls and self-management for JIMS accounts.

Depending on your account configuration, you are likely to have access to only some of these areas.

The JIMS application can be navigated via the green sidebar. The "Home" page can be used as a central page. Any pages that are not shown in the
sidebar are likely inaccessible due to your account's permissions.

Throughout this manual, there may be some buttons, form fields or other components that you do not see on your screen. This may be due to your
account not having the appropriate permissions to perform those actions.

Support

If you have any questions, suggestions or issues, please contact one of our support emails:

User Support BARS/CRASAdminSupport@maine.gov


mailto:BARS/CRASAdminSupport@maine.gov

Technical Support | CorrectionsApplicationSupport@maine.gov

You can also always contact us from the Support page in JIMS:

Hello, chrisgifford-example! Logout | Support o -

Resident Index

The Resident Index is designed to store records of residents' visits to any County Jail. Its primary purpose is to allow officers to perform a lookup during
intake of a resident. This will then tell them which jails the resident has been to previously. The officer can then use the "Contacts" button for that record
and reach out to previous counties to obtain any documents or records that jail may have on that resident. That being said, there is no Personal Identifiable
Information (PII) stored in this application for security reasons.

To perform a lookup, simply use the search field in the top-right hand corner. You can search by any part or any combination of the resident's name. If you
know their resident's ID number, you can also search with that as well.

You can also sort the lookup table by clicking on any of the column headers:

Search

ReSident LOOkup ‘ Search @8 Search

Welcome to the Resident Index. The Resident Index is designed to store records of residents’ visits to any county jail. Its primary purpose is to allow for easier transfer

of resident information between county jails.

Read more ¥

Resident ID First Name Middle Name Last Name a Suffix

Sort by clicking on any
column header

Adding a new resident

Before adding a new resident, please make sure there is not already a record for this resident in the database. Please search their primary name as well
as any alternative names. You can search first name, last name or any combination of the parts of a resident's name. Ideally, we should only have one
official record for each person, otherwise, it may be difficult to find and organize records for residents.

Use the "Add Resident" button make the form appear to add a new resident. Populate the first, middle and last names in the form. Suffix are optional. If
the resident does not have a middle name, you may leave the field blank, but the system will prompt you to confirm that the resident does not have a
middle name. You may also add an initial intake entry for that resident for the county you're assigned to. You are only able to add intake entries for your
own county. You cannot add intake entries if you are assigned to the Central Office County. Switch the toggle to enable adding this initial intake entry and
select the date of intake. For example:

Add an Initial Intake Record @D

Toggle the switch above and specify an intake date below to
add an intake record for KENNEBEC

Intake Date

01/02/2025

Once you fill all the fields, simply click "Add" to add the resident to the system:


mailto:CorrectionsApplicationSupport@maine.gov

Add New Resident

Enter the Resident's information below

Please enter as much information as possible so that resident’s
can be properly identified in absence of Personal Identifiable
Information (PII)

Use the resident’s full, legal name and do not use nicknames.

First Mame

Abraham

Middle Name

Last Mame
Lincoln

Suffix
None

Add an Initial Intake Record @D

Toggle the switch above and specify an intake date below to
add an intake record for KENNEBEC

Intake Date
01/02/2025

=)

Then, if no issues are found, this resident will be added to the system.

If the name you have entered similarly matches other names in the system, you may be prompted with a warning:



Add New Resident X

Enter the Resident’s information below Existing residents with similar names have been found in our

Please enter as much information as possible so that resident's can be properly system.

identified in absence of Personal Identifiable Information (PII)

Use the resident's full, legal name and do not use nicknames. Click "View" on each resident below to verify that the resident you are

adding does not match any existing residents listed below.

First Name
Abraham If the resident you are added does not match any existing resident, click
“Confirm” to add the resident.
Middle N
e rame Resident ID First Name Middle Name Last Name Suffix
) View |65 Abraham Lincoln
Resident Does Not Have a Middle Name

Last Name
Lincoln

Suffix
None

Add an Initial Intake Record @D

Toggle the switch above and specify an intake date below to add an intake
record for KENNEBEC

Intake Date
01/02/2025

= (&3 -

Please verify that the resident you want to add does not match any of the existing residents in the system by clicking "View" on each resident in the
provided list to view more details. The "View" button will always open in a new tab on your browser, so your progress won't be lost.

If the resident you are trying to add does not match any existing residents, click "Confirm" to confirm the addition of a similarly named resident. If you find
the resident you are trying to add already has a record in the system, simply click "Close" and the resident will not be added again. Then, please add
whichever information you need to add for that resident to the existing resident record.

Editing an existing resident

For residents that have already been added to the system, they may have undergone a name change since their last intake. You can edit their name in the
system by navigating to the right-hand side of the resident's row in the table and clicking on the action button. Then, click on "Edit Name":

Resident ID First Name Middle Name Last Name a Suffix

65 Abraham Lincoln * a

Info

Last Modified On:  7/16/2024 2:30:38 PM
Last Modified By: Chris Gifford

Created On:  7/16/2024 2:30:38 PM
Created By: Chris Gifford

L] Actions

| & Edit Name

Then, change the appropriate fields for the name change and click "Save" to save changes:



Edit Resident

Edit the Resident's name below

Edit the Resident's name if they have undergone a name change.
Do not use this to change the name to a nickname since their full,

legal name should be used instead.

The name that was originally entered into the system is internally
preserved for data integrity purposes and the name change will
be reflected in this resident's record.

First Name
Abraham

Middle Name
E.

Last Name
Johnson

Suffix
None

This will save the resident's new name. The resident's name that was originally entered into the system is preserved. This can be viewed in the resident's
overview page, by clicking "View", then on the Resident View page, click the Information symbol:

Resident View - (#65) Abraham E. Johnson n

|Name As Entered Into System: Abraham Lincolnl
Created By: Chris Gifford

Created Date: 7/16/2024 2:30:38 PM

Modified By: Chris Gifford

Modified Date: 1/2/2025 1:05:46 PM

The name as entered into the system is also used in the search function in the resident lookup table, so you can search by either name and the resident
will still appear in the list.

Intake Entries

Resident Intake Entries allow counties to enter a record of the resident's date of intake at their particular jail. It should only ever be used to represent
intakes only and should never be used to represent transfers from other county jails. Its purpose is to have more accessible records of the county jails that
each resident has been processed into. It will help facilitate the sharing of more detailed resident-specific records by providing easily accessible contact
information for each county.

These intake records will never be used for funding purposes.

Viewing an Intake Entry



To view a resident's intake entries, click "View" on the row associated with that resident in the lookup table:

Resident ID First Name Middle Name

=
o
=

65 Abraham E.

A new page will appear with all the intake entries recorded into the JIMS system for that resident.
You can sort this table by clicking on any of the column headers.

You can view the current primary contacts for the county associated with the intake entry by clicking on Contacts button:

Resident View - (#65) Abraham E. Johnson n

Intake Entries Notes

All intake records for this resident are listed below. Click on the "Contact” button to display the
primary contacts for the county associated with the intake record.

Please note that this does not include transfer records, only initial intake records.

These records are not and should never be used for funding.

Intake Date ¥ County

1/2/2025 & | [KENNEBEC
11/13/2024 ? KENNEBEC eee
7/16/2024 &: | [CUMBERLAND

Adding a new intake entry

You can add a new intake entry by clicking on "Add County Jail Intake". This will make a form appear where you can enter the intake date for the county

you are assigned to. You are only able to add intake entries for your own county. You cannot add intake entries if you are assigned to the Central Office
County.

Notes

Resident notes allow counties to enter miscellaneous information regarding a resident for other counties to use as a reference. Any note entered into the
system can be viewed by all users. Notes cannot be edited once added and can only be removed by users of the county that the note was added for.

For example, a user may enter a note regarding the unique ID that is associated to that resident in their own Offender Management System. This will help
other users within the same jail to properly identify residents in the absence of PIl (see below).

Important: Notes do not and should never contain Personal Identifiable Information (PII). This includes DOB, SSN, Last 4 of SSN, driver's license IDs,
passport IDs, etc. Although we have some preventions in place, please do not enter any Pll into a resident note.

Viewing a Note

To view a resident's notes, click "View" on the row associated with that resident in the lookup table:



Resident ID First Name Middle Name

<
(s
=

65 Abraham E.

A new page will appear with a couple tabs near the top of the page. Click the "Notes" tab and you will see all the notes that have been added into the
JIMS system for this resident.

You can sort this table by clicking on any of the column headers.

Resident View - (#65) Abraham E. Johnson n

Intake Entries Notes

The table below contains notes regarding this resident. Notes should contain referencial information that may [N\
assist other users in properly identifying residents. This may include non-Pll information or Resident IDs that
correspond to a Resident ID in the respective county's Offender Management System.

Created
Onv County Note

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor
1/2/2025 KENNEBEC

incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud

Adding a new note

You can add a new note by clicking on "Add Note". This will make a form appear where you can enter the note. As previously mentioned, please do not
add any PIl to a note. You are only able to add notes for your own county. You cannot add notes if you are assigned to the Central Office County.

Deleting a note

If the note is associated with the county you are assigned to, you may delete the note. To do this, navigate to the row that contains the note you want to
delete. On the right-hand side, click the action button and then "Delete":

Created
Onv County Note

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor -
1/2/2025 KENNEBEC -

incididunt ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud

Info

Created On: 1/2/2025 1:07:58 PM
Created By: Chris Gifford

Actions

W Delete

Data Collection

There are currently 9 main types of data being collection in JIMS:

Pre-Trial Diversion

Home Monitor Release - Furlough
Alternative Sentencing Programs
Classification of Crimes

Bail Data

Demographics



® Veteran Data
® Bed Management (Legacy)
® Population Counts (Legacy)

Each page is split into their own separate pages. The legacy pages can be found in the old section of the app, under the "Bed Management (Legacy)" na
vigation menu in the sidebar. The new pages can be found in the "Data Collection" navigation menu in the sidebar.

Resident Lookup

Bed Management

(Legacy)

Data Collection

Data Management
Reports

Contacts

Finance (Legacy)

All data is recorded by a date and county. To select a date, use either the forward and backward buttons which will shift the day by 1 in their respective
directions, or click on the date field to either enter your own date manually or use the date selector by clicking on the date icon:

Pre-Trial Diversion
Data

This is one of the daily data collection pages. They are used to collect various types of data fro
resident-specific data.

Read more ¥
< | 01/02/2025 > |

Residents diverted through contracted pre-trial services ‘ ‘

Residents diverted through county pre-trial services ‘ ‘

Cancel @ Data not yet submitted for this date

In the date selector, the highlighted dates show which dates have been populated with data. The non-highlighted dates have not yet been populated with
data. Click on any date to select it to view the data for that date:



< | 01/01/2025 > \

< | May v |l 2024~ >
Re 14
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Clear Today

To select a county, simply use the county dropdown on the right-hand side of the screen:

Pre-Trial Diversion

Data

This is one of the daily data collection pages. They are used to collect various types of data from all County Jails. All data listed here is numeric and contains no
resident-specific data.

Read more ¥

< ‘01/01/2025 ‘ > \ KENNEBEC v

Residents diverted through contracted pre-trial services ‘

Residents diverted through county pre-trial services ‘ ‘

Cancel o Data not yet submitted for this date

Entering data

Although you can view data for any county, you can only edit data for your own county. To edit data, select your county in the county dropdown and select
the appropriate date. Then, fill in the data appropriate for that data type, date and county. You may leave a field blank, and the system will auto-populate it
with 0. Then, once filled, simply press "Create" to submit the data. Pressing "Cancel” will clear the data from the fields and not commit any changes.



Pre-Trial Diversion

Data

This is one of the daily data collection pages. They are used to collect various types
resident-specific data.

Read more ¥

< | 01/01/2025 > \

Residents diverted through contracted pre-trial services ‘ 75 ‘
Residents diverted through county pre-trial services ‘ 38

Cancel o Data not yet submitted for this date

4

Viewing record history

You may edit existing data if desired but only do so if necessary. We keep a record of every change made to this data, so your changes will be recorded to
ensure accuracy. You can view the history for the selected date and county by pressing the "History" button next to the date field:

Pre-Trial Diversion

Data

This is one of the daily data collection pages. They are used to collect various types
resident-specific data.

Read more ¥

< | 01/01/2025 > \

Residents diverted through contracted pre-trial services ‘ ‘

Residents diverted through county pre-trial services ‘ ‘

Cancel o Data not yet submitted for this date

This will make the record history table appear. Click on each row to see more details regarding that particular update to the record:



Record History

County CUMBERLAND Record Date 05/01/2024

Update Type Date Author

Added 5/1/2024 5:41 PM Chris Gifford

Residents diverted through contracted pre-trial services: #ote = 15

Residents diverted through county pre-trial services: Mere

Contacts

The Contacts page is designed to list the primary contacts for each County and DOC Facility. Use the location dropdown in the top, right-hand side to
select the location you want to view its contacts for:

Add Contact CUMBERLAND v |

County -

Email Address ANDROSCOGGIN

AROQOSTOOK
jordan@cumberld CUMBERLAND

FRAMNKLIN
fowle@cumberla HANCOCK

KEMMNEBEC

KNOX

LINCOLN/SAGADAHOC

ME COASTAL REGIONAL REENTRY CTR
OXFORD
PENOBSCOT
PISCATAQUIS
SOMERSET
WALDO
WASHINGTON
YORK
Facility
Bolduc Correctional Facility
Charleston Correctional Facility M

To view the contact history for that location, click the "History" button next to the location dropdown:

Add Contact CUMBERLAND v

This lists all the current and previous contacts for that location. Contact information for can only be viewed for active contacts.

Creating a new contact



To add a new contact, click "Add Contact" in the top, right-hand corner of the screen:

Add Contact CUMBERLAND v

This will make a form appear. You cannot add a contact for any county other than your own. As for DOC Facilities, only users with the "Central Office" role
assigned to them can edit DOC Facility contacts. Fill in the information appropriate for that contact:

Add New Contact

Enter the Contact’s information below

You are adding a contact for CUMBERLAND

Full Name
Christopher Gifford

Officer Title
Developer

Phone Number

207-816-2269

Phone Number Ext.

Cell/Other

Email Address
christopher.gifford@maine.gov

Then click "Add" and the contact will be added to your county.

Editing an existing contact

To edit an existing contact, navigate to the action button for the contact you want to edit on the right-hand side of the screen:



christopher.gifford @maine.gov E]

Info

Last Modified On:  5/1/2024 4:43:21 PM
Last Modified By: Chris Gifford
Created On:  5/1/2024 4:37:44 PM
Created By: Chris Gifford

Actions

& Edit

Then, a form will appear, and you can edit whichever fields that are necessary.

Edit Contact

Enter the Contact's information below

Full Name

Christopher Gifford

Officer Title
Programmer

Phone Number
207-775-4321

Phone Number Ext.

Cell/Other

Email Address
another.example@example.com

Then, click "Submit" to save these changes.

Deleting a contact

When deleting a contact, the contact is not erased completely from the system, but the contact information will no longer be accessible. It will appear as an
"Inactive" contact in the contact history list mentioned above. To delete a contact, navigate to the action button for the contact you want to delete on the
right-hand side of the screen:



christopher.gifford @maine.gov E]

Info

Last Modified On:  5/1/2024 4:43:21 PM
Last Medified By: Chris Gifford
Created On:  5/1/2024 4:37:44 PM
Created By: Chnis Gifford

Actions

& Edit

|

Click "Delete", there will be a confirmation to delete, click "Yes", then the contact will be deactivated.

Finance

Migration of CRAS to modern technologies is still work-in-progress.

Your Account & Authentication

Shared Accounts

BARS & CRAS previously allowed and utilized shared accounts, but due to new Maine Office of Information Technology (OIT) security requirements,
shared accounts are strictly forbidden. Shared accounts require the distribution of account credentials, which pose a serious security risk and therefore,
are no longer allowed.

New accounts are very easy to create and manage and we greatly encourage users to create as many new accounts as are needed and are now requiring

one for each staff member. Accounts should not be transferred in the event of staff termination or retirement. Instead, they should be deactivated and new
accounts created for any new staff members.

Registration

You may self-register to the JIMS system, but your account will need to be approved by a JIMS Administrator before you can gain access. You can begin
the registration process by navigating to the log in page and clicking on Register as a new user:



Log in
Log into Jail Information Management System
(Previously known as BARS/CRAS)

Username ‘

Password ‘

Remember Me?

Forgot your password?

&gister as a new user |

Meed support logging_in or registering?

A registration form will appear. Enter your desired username and the email you would like associated with this account as well as a new password. The
system allows multiple accounts to be associated with the same email if desired, but the username must be unique.

Your password must adhere to the following standards:

At least one number

At least one lowercase letter
At least one uppercase letter
At least one symbol

At least 12 characters

Here is an example of a valid registration form:

Register

Enter a username, email and password for use in the JIMS system. Once your request is submitted, it will be reviewed.
Upon approval, you will receive an email and you will then be able to log into JIMS.

If you have already registered, but have not yet been approved, please do not attempt to register again.

Click here to contact us!

Username
chrisgifford-example

Email
christopher.gifford@maine.gov

Confirm password




Once you've filled the required fields, press "Register" and the form will tell you whether the registration was successful. If there are any issues, a
message should appear, such as the following example:

If you have already registered, but have not yet been approved, please do not attempt to register again.
Click here to contact us!

e Passwords must have at least one uppercase (‘A'-'Z").

Username
chrisgifford-example

Once you've successfully created an account, the following message should appear:

Register

Thank you for registering with the JIMS system!
You will not be able to use the system until you have been approved.
The JIMS administrators will review your application and you should receive an email with their response.

Once the JIMS Administrators have approved your account, you will receive an email. Then, navigate to the login page and use your credentials to sign in.
Upon successful sign-in, you should reach the Home page of JIMS

Login & Authentication

Login

User account login is done with your account's username and password. Upon successful login, you will then be prompted to authenticate with one Multi-
Factor Authentication (MFA) method (more information below in the MFA section).

If you have any issues logging in, please contact our support.

Forgotten password

Forgot your password? Not a problem. Navigate to the log in page and press "Forgot your password?"



Log In
Log into Jail Information Management System
(Previously known as BARS/CRAS)

Remember Me?

Forgot your password?

Register as a new user

Need support logging_in or registering?

Then, in the next page, enter your username and click "Reset Password". The email associated with your account will receive a link where you can reset
your password.

Multi-Factor Authentication (MFA)

Due to new security requirements from the Maine Office of Information Technology (OIT), it is required to have Multi-Factor Authentication (MFA) enabled
on each JIMS account. We have tried to make it as simple and straightforward as possible, though we are always making improvements.

There are currently 2 methods of multi-factor authentication: Email and/or an Authenticator App.

When you first login to the system, you will be given temporary access (currently 15 minutes) to a page on your account to set up at least one MFA
method. Click on any of the methods listed which will reveal at set of instructions on how to set up that method:

Multi-factor authentication (MFA)

It appears that you do not have any Multi-Factor Authentication methods enabled on your account.
Please click on one of the methods below to enable MFA. You will not be able to use the system until you enable MFA.

Authentication App N
Email 8
This method allows a code to be sent to the email attached to this account (ch @ma ) to be used for authentication.

Click the button below to enable the Email Authentication method for your account.

Add Email Authentication

Account Recovery

PENEY Recovery Code 7

Simply follow the instructions for that method and you will have MFA enabled on your account. You will need at least one method enabled before gaining
access to the system. You may enable both methods if desired.

Important! When you set up the first method to your account, the system will provide you with a series of recovery codes that can be used to gain
temporary access to your account in the event you cannot login with your enabled MFA methods. Please copy these codes and save them in a secure
location where no one else but you have access (no shared drives, shared cloud folders, etc.):



Email authentication method has successfully been enabled on your account! New recovery codes have been generated for your account. See the "Recovery Code” section X

below and copy these codes to a safe place.

Multi-factor authentication (MFA)

A method has been successfully enabled on your account. You may return to the login screen to attempt login again.

Back to Login

Authentication App b
m Email ~

Account Recovery
N

QRS Recovery Code

Put these codes in a safe place.
These codes will allow you to gain access to your account if you access to any of your enabled authentication methods. If you lose access to your authentication methods
and don't have the recovery codes, you will lose access to your account. These codes will not be shown again, so either put these in a safe place for later or reset your

recovery codes to generate new ones.

If you lose access to your email and/or your device with your authenticator app and do not have recovery codes (more info below), then you will lose
access to your account. In this event, please contact support. We will need to verify your identity, then help you can access to JIMS.

Once you login, you can also manage your MFA methods and view MFA status on your account page:

Hello, chrisgifford-example! | Logout Support o -

Then, navigate to the "Multi-factor authentication" section:

Manage your account

This is your account page. Click through the tabs on the left to navigate through the various account settings.

Profile Multi-factor authentication (MFA)

Email Welcome to the Multi-Factor Authentication (MFA) page! Here, you ca
for your account.

Password At least one authentication method is required to use the JIMS applic:

Multi-factor authentication Authentication App

SENESE Email




Managing your account

Changing your password

You may change your password at any time from within the app if needed. From any page in JIMS, navigate to your account page:

Hello, chrisgifford-example!

Logout

has

Support .~

Then, navigate to the "Password" section:

Manage your account

This is your account page. Click through the tabs on the left to navigate through the various account settings.

Profile

Email

Password

Multi-factor authentication

Change password

Fill out the information below to change your password. After you
change your password, you will be automatically logged out of your
account and you will need to log in again with your new password.

Current password

New password

Confirm new password

Update password

Then, enter your current password and your new password. Once all three passwords have been entered, click "Update Password". The system should
show a message whether the password change was successful. You will now need to use that new password to log into your account going forward.

Changing your email

You may change the email that is associated with your JIMS account. From any page in JIMS, navigate to your account page:

Hello, chrisgifford-example!

Logout

has

Support . ~

Then, navigate to the "Email" section:



Manage your account

Profile Manage Email
-
Email v
Password christopher.gifford@maine.gov

Two-factor authentication :
MNew email

christopher.gifford@maine.gov
Change email

Then, enter your new email and the system will send the new address an email asking you to confirm the new address. Simply click on the link in the email
you receive, and your new address will be confirmed. Once confirmed, the new address will now be associated with your account and the old address will
be removed.

Miscellaneous Account Issues

If you encounter any strange issues regarding your account, you may try refreshing your sign-in. If your account details have been updated by an
administrator recently, sometimes this update doesn't get communicated back to you directly. Refreshing your sign-in will allow your account details to be
synced with the system and ensure they are up-to-date. In technical terms, this will give your browser a fresh login token. To do this, navigate to your
account page:

Hello, chrisgifford-example! | Logout Support .~

Then, on the profile tab, see the link labelled "refresh your sign-in here":

Manage your account

This is your account page. Click through the tabs on the left to navigate through the various account settings.

pofi

Email Username cannot be changed. You may add a phone number here, but it currently isn't used for anything.

Password

Username
chrisgif-example

Multi-factor authentication

Phone number ‘

Save

Areas

This section lists configuration settings for your account in different areas of the application. Select one of the tabs below to view your
account's settings for that area.

If you do not seem to have access to the areas listed belovi, refresh your sign-in here

Data Management Finance

The Data Management area includes any page that deals with the management of jail data and incorperates functionality from the
application previously known as BARS, plus new functionality. In particular, this includes the Resident Index, Bed Management,
Population Counts and Data Collection pages.




Administration

These features are only available to administrators, that is, County Administrators and Application Administrators. Any page in this area of the JIMS
application can be access via the "Admin" navigation menu:

Data Collection

Contacts

Finance (LEGACY)

User Lookup

This page is used to lookup any user in JIMS. The search field can be used to search for any user with their Username or Email. The column headers of
the user lookup table can be clicked on to sort the table.

Click "Manage" on the account you want to update. This will take you to a page with 3 tabs. The first tab contains all general administrative controls for

their account. This includes overriding a locked-out account, approving new users, deactivating an account and changing an account's email. The second
and third tabs are described in the Data Management & Finance Accounts section below.

@ For County Administrators

You will only have access to view and update users who have been assigned to your county. You cannot access accounts for other counties.

General Accounts
This account represents the user's general account state and current status.

A JIMS username cannot be changed since it is used to easily identify accounts across the application.

Email Update

A user's email can be changed here, by modifying the email in the "Email” field and clicking "Save":



Manage User (chrisgif-example)

General Data Management

This is the General Account page. It contains all settings pertaining to the user's «

Read more ¥

Account Info

Username
chrisgif-example

Email
christopher.gifford@maine.gov

Save Cancel

This will send an email to both the new and old emails when possible, notifying them of the update.

Account Approval

After self-registering to the JIMS system, a user must be approved to gain access to the system. The JIMS administrator will have received an email
notifying them of any new users, although any administrator is allowed to approve new accounts.

User Approval

Approval Status @ Not Approved

This user's account has not yet been approved. Please verify the above infermation
is correct.
If the information is correct, press the "Approve” button below.

NOTE: Once the account has been approved, please ensure you set up access to

the Data Management and/or Finance areas of the application where applicable.

You can do this by clicking on the tabs above. Only give them access to the areas
they should have access to.

Disclaimer: Clicking "Deny" will delete this user




Please verify whether this user should have an account in JIMS before approving their account. If you deny their account, their account will be deleted from
the system.

Lockout Override

A user is given 5 attempts to log in with correct credentials before the system will lock them out. They can either wait 5 minutes or contact Support for an
admin to unlock their account here.

Lock Status

Lock Status @ Locked

This user's account is currently locked likely due to too many invalid login
attempts.

If this user should have access to their account, they can either wait the lockout
period (05:00 minutes) or you can unlock their account now

Unlock

Simply press the "Unlock" button to unlock the user and they should be able to attempt to log in for another 5 tries.

Account Deactivation

Any data associated with this account will be preserved, but the user will no longer be able to log in until the account is reactivated.

Danger Zone

Deactivate User Account

The button below will deactivate this user's account. This account will remain in the
system for tracking purposes, but they will not be able to log in.

Deactivate

Simply press the "Deactivate" button to deactivate their account. They will not be notified via email, but will receive a message regarding their deactivated
account if they attempt to log in.

Multi-Factor Authentication Status

You can view a user's Multi-Factor Authentication (MFA) status here as well. You cannot update anything regarding their MFA status for security reasons,
but this can be very useful in diagnosing login issues:



Multi Factor Authentication (MFA) Status

MFA Status = @ Operational

) MFA Main Switch
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Data Management & Finance Accounts

These accounts represent smaller areas of the JIMS application. The Finance account represents the financial area of the app. The Data Management
account represents all other areas of JIMS. The Finance account is required to be separated, partially for security reasons, but also since County Finance
represents counties slightly differently than the rest of JIMS. In County Finance, Lincoln, Sagadahoc and Two Bridges Jail are separated into their own
counties, since they have their own respective budgets. In the rest of JIMS, Lincoln, Sagadahoc and Two Bridges Jail are combined into a single county,
titled "Lincoln/Sagadahoc".

In order to gain access to areas of the app, either Data Management or Finance or both accounts should be set up for that user. To do this, navigate to
either the "Data Management" or "Finance" tabs:

€ Back to All Users

Manage User

General Data Management Finance

Then, in the form, select the County appropriate for the user and enter a display name. If the user is not associated with a particular county, use the "CO"
(aka "Central Office") county.

You will also need to select a role. See the Permissions section below that details which permissions each role receives. Provide only the most limited
access that the user requires. In other words, give the user the least amount of permissions that they need to perform their duties within the application.

The "Access Level" field is a legacy setting that is only used in the legacy areas of the application but is still unfortunately required for now. "BOC" or
"Viewer" gives the user read only access to the data in the old application. "County Full" is the most common access level and allows the user to make
updates to the data in the old application. Finally, "Administrator” is mostly unused at the moment since most Administrative tools have been removed from
the old application.

Once you've populated the form, click "Create" to save changes:



L

Manage User

General Data Management Finance

Access to the Data Management area of the application has not yet been set up for this account

Please enter the following information to give this user access:

ANDROSCOGGIN v
Role o
County Full
Display Name

Chris Gifford

Legacy Settings

The settings listed in this section are marked as “Legacy”. This means these settings are not used in the new areas
of the application and are only kept to preserve the functionality of the old areas of the application.
These settings will eventually be removed.

Cancel

The user should now have access to the appropriate areas of the application. Any changes made in this area will require the user to logout and login again
to receive the new permissions.

Permiss

ions

Jail Information Management Permissions

Role Category

Data Management

Finance

Application

Resident Index

Resident Intake Entry & Resident Note

Data Collection

County Contacts

Role Name
Read  Create Update Read Create Update Read  Create Update Read Create Update Delete
Viewer Yes No No Yes No No Yes No No Yes No No No
Central Office Yes No No Yes No No Yes No No Yes No No No
County Full Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No
County Admin Yes | Yes Yes Yes Yes Yes Yes | Yes Yes | Yes | Yes Yes Yes
Viewer No No No No No No No No No Yes No No No
County Full No No No No No No No No No Yes No No No
County Admin No No No No No No No No No Yes No No No
App Admin Yes No No Yes No No Yes No No Yes No No No

Finance Management Permissions

The new permissions system has not yet been integrated into the Finance Management area of JIMS.

Administrative Permissions

Role Category

Data Management

Finance

Application

User Lookup

General User Management

Data Management User Management

Read

Finance User Management

Facility Contacts

Create  Update ' Delete

No No No
Yes Yes Yes
No No No
No No No
No No No
No No No
No No No
No No No

Role Name
Read Read Approve Update Deactivate Read Create Update Delete = Read Create Update Delete
County Admin Yes Yes No Yes No Yes Yes Yes No No No No
County Admin Yes Yes No Yes No No No No No Yes Yes Yes
App Admin Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

* Some roles omitted from this table. These roles have no permissions in this area.
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